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1
Decision/action requested

SA3 is requested to approve the pCR to TR 33.855.
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Rationale

Discussion paper (S3-192246) presented a case for resource level authorization during NF service access. This is particularly required in the case of UDR where access to Subscription Data must be granted only to UDM.
The proposal in this pCR adds a new KI to TR 33.855 [2] for the above issue.
4
Detailed proposal

*** BEGIN CHANGES ***
4.1.Y
Key Issue #Y: Resource level authorization of NF consumers
4.1.Y.1
Issue description
An NF producer such as UDR provides one service to all the NF consumers, while different types of data may have different data access authorizations. The NF producer therefore must have authorization management mechanism to guarantee the safety of data access.
For e.g. the UDR provides one Nudr_DataRepository service to all the NF consumers. Any NF can use the Nudr interface to access resources managed by UDR including UE’s Subscription Data. There is no specific access permission to UDR operations with Nudr_DataRepository service. The UE’s subscription information (Subscription Data) is a very sensitive information and must only be accessible to UDM Network Functions (NF). Other NFs, such as NEF or PCF must not be able to obtain access to the Nudr_DataRepository service and then have free access to all types of data including UE’s subscription data. Thus, it should be possible to restrict UDM to only access Subscription Data.
In general, different types of data within a NF may have different data access authorizations. The NF must be able to have the authorization management mechanism to guarantee the safety of data access.
Editor’s Note: It needs to be clarified what level of granularity is required for authorization of resources
Editor’s Note: Resource-level authorization is not necessary if sensitive data is contained in a specific service

4.1.Y.2
Threat description

Unauthorized data access will allow attackers to potentially perform the following types of attacks:

-
Requesting and successfully obtaining services from the NF that are not allowed for third parties, e.g. in order to extract potentially sensitive information about the network

-
Causing a Denial of Service situation by successfully forcing the NF to perform resource-demanding operations

4.1.Y.3
Potential security requirements

An NF shall validate whether a requesting NF is authorized to access the requested resource.
*** END CHANGES ***
